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I. INTRODUCTION 

First, may I give a warm welcome to the delegates of the 10th Asian Law 

Students Association Forum, especially ALSA Forum Chairperson Hayde 

Talorong and ALSA International President Melinda Mae Lapus. Let me also 

welcome the foreign delegates to the Philippines and I hope you have an 

enjoyable and productive stay in our country.  

I understand that the delegates to this annual forum come from fifteen 

countries. When I was a law student in the 1980’s, it would have been a 

logistical nightmare for students of our countries to link up with each other 

and organize international events like this, and to do so yearly. Today, I 

suspect that most of the organizing work involved in making this event 

happen – from sending out invitations to booking your flights – was done 

online. By the click of your laptops, PCs or smart phones, you were able to 

overcome the limitations imposed by geography and language to connect 

with each other, come together and share ideas. Such ability to break down 

barriers is truly revolutionary.   

 

II. TRANSFORMING OUR WAY OF LIFE  

Today, more than two billion people are connected to the internet. 

Though many parts of the world have yet to be reached by this technology, a 

                                                 
*  Chief Justice of the Republic of the Philippines. A version of this speech was delivered 

as the Keynote Speech of the 10th Asian Law Students’ Association Forum (2013), held 

at De La Salle University, Manila, Philippines. 
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great majority have seen how the internet has transformed human life.  

A business transaction may be closed without an actual meeting between 

buyer and seller and the “meeting of the minds” occurs with the click of the 

mouse. The internet has allowed people to access information on health, 

science, and public policy, information that used to be available only to small 

circles of experts and technocrats. The door to knowledge has been opened 

through a relatively inexpensive platform compared with traditional sources 

of information like books. 

The internet has totally changed how news is delivered. From one-way 

communication in print media, news organizations have been able to engage 

in two-way communication through radio and TV platforms (e.g. by 

interviewing radio listeners). Now, the internet offers a far more interactive 

tool and gives a bigger voice to the public. It is highly possible for hundreds 

of thousands or millions of people to talk about the same topic at the same 

time while a major political, social, or cultural event happens. Thus, I do not 

find unusual for Philippine broadsheets to quote Facebook or Twitter posts 

of ordinary people when reporting on the day’s important topics. The internet 

has exponentially expanded our opportunity to be heard.  

Of course, governance also cannot escape the impact of the internet. 

People are now able to discuss and organize around policy and governance 

issues online. Just two days ago, more than a hundred thousand people 

gathered in Manila to protest certain budget allocations to members of our 

legislature. Thousands more protested in other cities and towns and even in 

places outside the Philippines where our countrymen are concentrated. And 

it all started with a single Facebook post about a week ago asking people of 

all political colors to gather in the capital’s Rizal Park to protest the so called 

pork barrel funds.  
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For us inside government, the internet provides a tool to make processes 

and service delivery more efficient. More importantly, the internet has 

become a means to enhance transparency and expand access to information 

of public importance. For instance, through the Philippine Supreme Court 

website, the public can access our latest financial reports. The oral arguments 

in the High Court are also available on podcast and can be downloaded from 

the net.   

 

III. HARMFUL CONDUCT ON THE INTERNET  

But this online world is not insulated from harmful human conduct. The 

internet’s accessibility and affordability makes it a good vehicle to undertake 

criminal activities like child pornography, money laundering and human 

trafficking. Data has become a prime commodity; hence, databases have been 

targets of cyber-attacks and data theft. Hacking and cyber-attacks have 

resulted in huge losses for governments and private entities.  

Certain information posted online may also result in harm or violence 

against specific groups and individuals and therefore have been subjected to 

restrictions.  In a 2011 report to the United Nations General Assembly, Frank 

La Rue (the Special Rapporteur on the promotion and protection of the right 

to freedom of opinion and expression) identified types of information that 

may be legitimately restricted, including “child pornography (to protect the 

rights of children), hate speech (to protect the rights of affected 

communities), defamation (to protect the rights and reputation of others 

against unwarranted attacks), direct and public incitement to commit 

genocide (to protect the rights of others), and advocacy of national, racial or 

religious hatred that constitutes incitement to discrimination, hostility or 
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violence (to protect the rights of others, such as the right to life).”1 

 

IV. REGULATING THE INTERNET 

These harmful online acts can be done anonymously, speedily and across 

national boundaries and such capacities pose difficulties for police and law 

enforcers in catching perpetrators or putting up counter-measures. In 

response, many countries have approved legislation or have set up ad hoc 

regulatory and monitoring mechanisms to counter these activities.  

Since many people view the internet as open space that allows people 

great leeway to express themselves and access information, regulations that 

seek to impose certain limitations on the use of the internet and web content 

are often met with suspicion.  People question whether these regulations and 

monitoring by government infringe on protected rights like freedom of 

expression and opinion, freedom of the press, and privacy rights.  They also 

question whether such measures are actually intended to identify and target 

dissenters and opposition to existing regimes, especially during periods of 

crises and heightened social and political divisions.     

It is generally recognized that a person does not lose his civil and political 

rights by getting online. You do not lose your basic legal rights when you log 

in on Facebook.  In 2012, the Human Rights Council of the United Nations 

General Assembly affirmed “that the same rights that people have offline 

must also be protected online, in particular freedom of expression, which is 

applicable regardless of frontiers and through any media of one’s choice…”2 

                                                 
1  UNHRC, ‘Report of the Special Rapporteur on the promotion and protection of the right 

to freedom of opinion and expression, Frank La Rue’ (2001) UN Doc A/HRC/17/27. 
2  UNHRC, ‘The promotion, protection and enjoyment of human rights on the Internet’ (29 

June 2012) UN Doc A/HRC/20/L.13. 
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This is in line with Article 19 of the Universal Declaration of Human Rights.  

It may be recalled that Article 19 provides that “[e]veryone shall have the 

right to hold opinions without interference.” It also states that “[e]veryone 

shall have the right to freedom of expression” and “this right shall include 

freedom to seek, receive and impart information and ideas of all kinds, 

regardless of frontiers, either orally, in writing or in print, in the form of art, 

or through any other media of his choice.”3  Special Rapporteur La Rue 

underscored in his report to the U.N. General Assembly that Article 19 was 

“drafted with foresight to include and to accommodate future technological 

developments through which individuals can exercise their right to freedom 

of expression.”4 Thus, according to La Rue, the existing human rights 

framework is applicable to new communication technologies like the internet.  

However, it is must also be pointed out that Article 19 recognizes that 

freedom of expression “carries with it special duties and responsibilities.”5 It 

may therefore be subject to certain restrictions, which shall be provided by 

law and are necessary for the respect of the rights or reputation of others and 

for the protection of national security or of public order, or of public health 

or morals. 

The debate in both international and domestic spheres therefore usually 

centers on the limits of state regulation.  

 

V. THE CYBERCRIME PREVENTION ACT OF 2012 

I am not in a position to tackle the question on the limits of internet 

                                                 
3  Universal Declaration of Human Rights (adopted 10 December 1948 UNGA Res 217 

A(III) (UDHR) art 19, emphasis added (“Universal Declaration of Human Rights”). 
4  UNCHR (n 1). 
5  Universal Declaration of Human Rights (n 3). 
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regulation in as much as this is still an unsettled issue in Philippine law. 

Indeed, right now there are 15 pending petitions before the Philippine 

Supreme Court, which question the constitutionality of the Cybercrime 

Prevention Act of 2012.6 I do not want to be drawn into a discussion on the 

merits of those petitions so I hope you understand the self-imposed limits to 

my discussion.   

However, I can talk about the issues and questions raised by the various 

petitioners before the Court.   This would give you concrete legal questions 

regarding the relationship between media law and human rights – questions, 

which I believe are not unique to Philippine setting. Other countries that have 

enacted similar cybercrime legislations have encountered the same human 

rights concerns, which are now before our Court.  

The Philippine legislature enacted the Cybercrime Prevention Act to 

protect computer and communication systems, network and databases, and 

the confidentiality, integrity and availability of information and data stored 

therein from all forms of misuse, abuse and illegal access.  

The law provides the legal regime to punish hacking, cyber-attacks and 

other offenses against the confidentiality, integrity and availability of 

computer data.7 It also defines and punishes computer-related fraud, forgery, 

and identity theft, as well as content-related offenses like cybersex, child 

pornography, spamming, and online libel.8 Also, anyone who aids or abets 

the commission of any of the illegal acts would likewise be punished.9 Social 

media users have been very concerned about the latter provision. They ask if 

they will be guilty of abetting or aiding the commission of cyber libel if, for 

                                                 
6  Philippines Cybercrime Prevention Act of 2012, No. 10175 (“Cybercrime Prevention 

Act”). 
7  Cybercrime Prevention Act, s. 2. 
8  ibid, s. 4. 
9  ibid, s. 5. 
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example, they repost or retweet a supposed libelous post.      

The Cybercrime Prevention Act also empowers law enforcement 

authorities to do real-time collection of traffic data, which includes the 

communication’s origin, destination, route, time, date, size, and duration, but 

not its content nor the identities of the communicants.10 A court warrant must 

be secured before the collection of traffic data can proceed.11 The procedures 

for securing a search and seizure warrant of computer data and warrant for 

the disclosure of computer data, like subscriber information are also laid 

out.12 The law also allows law enforcement officers to require the 

preservation of data by communication service providers for a maximum 

period of 12 months, when such data may serve as evidence in a case.13  There 

is also a “Take Down” clause, which authorizes the Justice Department to 

restrict or block access to certain computer data, if the latter is prima facie 

found to be in violation of the Cybercrime Law.14     

 

VI. HUMAN RIGHTS ISSUES AND INTERNET REGULATION 

Here are some of the substantive issues raised against the powers and 

sanctions provided under the law: 

(1) Does the real time collection of traffic data by security 

agencies violate a person’s right to privacy of communications? 

Relatedly, is traffic data content or non-content information?  

(2) Whether the definitions of content-related cybercrimes like 

cybersex and online libel are overly broad as to cover even protected 

                                                 
10  ibid, s. 12. 
11  ibid. 
12  ibid, s. 14. 
13  ibid, s. 13. 
14  ibid, s.19. 
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speech, expressions and works of art? Does the criminalization of these 

acts result in prior restraint?  

(3) Whether the Take Down power of the law enforcement 

agencies, i.e., the  authority to block or restrict access to certain web 

content upon the agencies’ prima facie finding of Cybercrime Law 

violation but without a court order, violates the right to due process?  

(4) Whether the Take Down power violates the freedom of 

expression and results in a chilling effect on protected speech? 

(5) Whether there is an effective recourse to the courts in case an 

individual’s privacy and freedom of expression rights are violated by 

law enforcement actions and regulations?  

(6) Does the imposition of higher penalty for online libel 

compared to print libel violate the right to equal protection of the laws? 

Relatedly, is there a substantial distinction between online and print 

libel? 

(7) Does the preservation of computer data ordered by law 

enforcers in the process of evidence gathering constitute unreasonable 

search and seizure of evidence?  

In sum, the petitioners are asking the Court to evaluate whether the 

Cybercrime Prevention Act provides clear definitions of punishable acts and 

whether they are predictable in their coverage and consequences so as not to 

impinge upon protected speech. They ask the Court to determine whether the 

regulations are reasonable and supportive of substantive state interests so as 

not to infringe on constitutionally protected rights. They ask if under the law, 

there is an effective and accessible access to judicial review of law 

enforcement activities that are deemed to violate constitutionally protected 

rights.  
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VII. CONCLUSION 

I believe we are at the cusp of a new judicial trend. As the internet and 

other communication technologies permeate more aspects of our lives, I 

predict that the internet access and usage will be a frequent arena of future 

legal battles for human rights advocates, regulators and legislators.  

We are indeed creating another world online, a world that is not separate 

from where we stand and breathe, but is so intricately connected with it. 

Though it is connected to our “real lives”, the online world is also different 

and is in a sense a lot more dangerous. When I think of the internet, I imagine 

invisible lines floating in the air connecting billions of dots across the globe. 

These connections are chains of numerical codes and data that we share, 

transfer and store in computers and databases. And these numbers and codes 

are representations of our choices, feelings, opinions, and the knowledge we 

generate and are the products of our creative minds. It is us: our world and 

our worldview in codes. But since they are in codes and numbers, programs 

can mine the data, identify patterns, easily identify us and our thoughts in the 

floating river of numbers and utilize the culled information possibly against 

cherished personal freedoms. Law must come in to set boundaries, lest we 

lose our rights and ourselves in the current.  

 

 

* * * 

 

 


